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Productive Technologies DoD RFID Compliance & Beyond

Introduction

Department of Defense (DoD) suppliers are accustomed to the continuous
bombardment of acronyms, but the latest round of supply chain mandates may
leave even the most seasoned suppliers scratching their heads. As if acronyms
like WAWEF, UID, and RFID aren’t bewildering enough, there is an inter-
relationship between these latest mandates that varies between suppliers,
product lines, and shipping destinations. DoD suppliers must thoroughly
understand how the mandates affect them to be able to navigate the most
efficient route to compliance.

The three acronyms that we are dealing with at this point are RFID (Radio Frequency IDentification),
WAWF (Wide Area Work Flow) and UID (Unique IDentification). Each of these areas has a specific DoD
mandate behind it and those mandates all inter-relate for DoD suppliers.

Note from Productive Technologies

The following information is for educational purposes. At times, compliance may seem like a daunting
task. We are here to help. We can recommend a solution that fits your specific need, budget, and size.
Please, consult with us before making your purchasing decision.

RFID
RFID—RFID stands for radio frequency identification. RFID is simply a method of uniquely identifying
something. A detailed primer on RFID can be found on our website under the ‘Services’ section.

In its simplest form RFID consists of:

An RFID tag, which is frequently, but not always, embedded
e = into an adhesive label. Electronic circuitry and antenna make

ﬂ up the RFID tag. The electronic circuitry contains electronic

memory, encoded with unique data, such as an identification

e number.
[ An RFID reader is either a portable handheld type device or in
B = a fixed location such as a dock door or mounted on a

conveyor. The RFID reader consists of a radio transmitter and
receiver, and electronic circuitry. The reader reads the unique data from the RFID tag and
typically passes that data on to other data processing equipment, such as shop floor automation
and shipping management systems.

The United States Department of Defense is dedicated to becoming an early adopter of passive RFID
technology.

The DoD believes RFID to be a truly transformational technology and expects RFID to play a vital role in
achieving the DoD vision for implementing knowledge-enabled logistic support to the war fighter through
fully automated visibility and management of assets. Two key documents will help DoD suppliers
understand the details of the RFID mandate—DoD Suppliers’ Passive RFID Information Guide, and DoD
RFID Implementation Plan.

Here’s the DoD RFID mandate in a nutshell:

RFID tagging will be required for all DoD manufacturers and suppliers, issued with the appropriate
contract clause, for all classes of supply, on all individual cases, all cases packaged within palletized unit
loads, all pallets, and all unit packs for unique identification (UID) items, for commodities shipped to any
DoD location.

Okay, we haven't gotten to our discussion of UID yet, so let's set aside discussion of the RFID tagging of
unit packs for the present. What does the rest of the mandate mean? Simply stated, it means that RFID
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tags must be affixed to exterior containers, whether they are palletized or not, and an RFID tag must be
attached to each pallet.

Military Standard 129P defines “exterior containers” and “pallets,” so we won't delve into that level of
detail in this article. The pallet RFID tag is inter-related with the WAWF mandate, so let’s set that aside
also, for the time being.

Does this apply to all materiel shipped to the DoD? Well, the qualifier “issued with the appropriate
contract clause” leaves some room for discussion. Current understanding of this qualifier is two-fold:

- There will be some items to which the RFID mandate will not apply. An obvious example is any
item that combined with radio frequency creates a physical hazard. For instance, there are on-
going studies intended to determine the safety of radio frequency applied to munitions. Other
examples of items excluded from RFID tagging are gravel and sand that are delivered in bulk.
Other items may not be well suited to radio frequency, which would be reflected in contracts.

The second understanding associated with this qualifier is that the rollout of RFID will correspond
with the issuance of contracts. RFID tagging will be required at the beginning of new contracts,
and the requirements for RFID tagging will be listed as a contract term.

While we are on the topic of implementation approach, when will suppliers be required to start RFID
tagging? The DoD will implement RFID technology through a phased approach that started on January
1, 2005 and completes on January 1, 2007. Shipments of goods will be phased in by procurement
methods, classes/commodities, location and layers of packaging. See the DoD RFID Implementation
Plan to see where a specific supplier fits into this phased approach. Here’'s a graph that shows the
phased approach on one page.

WAWF

So now that we’ve discussed the requirements for RFID, what about those other mandates? Let’s turn
our attention to WAWF. WAWF is a secure web-based application that allows DoD vendors to create,
and Government employees to process, electronic invoices and receiving reports. WAWF electronically
transmits data to the entitlement systems for vendor payment and uses system-generated emails to
notify WAWF users of changes in document status, providing global document visibility to authorized
users.

WAWEF was established to eliminate the transmission of paper from one step to the next within the DoD
contracting process—a paperless contract process. With some exceptions, DoD suppliers are required to
submit electronic requests for payment. WAWF is one of the accepted electronic forms of payment
request transmission.

Additionally, WAWF provides an electronic, paperless mechanism to fulfill the requirement for a Material
Inspection and Receiving Report (DD Form 250).

Here’s the hook from WAWF to RFID—RFID tag data with the associated material information must be
resident in the DoD data environment so that information systems can access this data at each RFID
event (i.e. tag read).

Therefore, DoD will require suppliers to provide advance shipment notices (ASNs), detailing the contents
and configuration of a shipment. The ASNs include information such as order information, product
description that includes the item count in the shipment piece and item UID information, physical
characteristics, container nesting levels within the shipment, marking to include the shipment piece
number and RFID tracking number.

As you may have concluded by this time, the suppliers will transmit ASNs to the DoD through WAWF.
There is another inter-relationship between RFID and WAWF. The ASN submitted through WAWF must
contain not only information about what is being shipped, when and how, but also the shipment
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configuration. The shipment configuration information consists of the number of cases (exterior
containers) and pallets, as well as details about the contents of each pallet.

So a new supplier business process requirement rises from the ASN data requirement—suppliers must
begin keeping track of what is placed on each pallet, linking pallet RFID tag data to case RFID tag data,
and sharing that information with the DoD.

uiD

In the future, the WAWF ASN must also contain UID data, where
applicable, which leads us to our third mandate—UID, unique
identification at the item level.

The DoD’s Unique Identification policy requires certain assets to be
uniquely identified to better facilitate tracking and accountability.
Beginning in January 1, 2007, assets that require UID marking must R e [
also be identified with an RFID tag at the unit pack level when [ RSN, = ii
shipped to the DoD. This is part of the RFID phased implementation 3 L4 ‘\5;"?1‘
plan that we discussed earlier in this article. This RFID tag is in : andl e
addition to current and planned UID marking of the actual asset. The UID data, when required, must be
included in the WAWF ASN.

==l
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SUMMARY

To sum it all up — the DoD’s phased implementation of RFID has already begun. It started requiring
attached RFID tags on cases and palletized unit loads on this past January 1 and mandates that all
involved parties be compliant on all parts of the plan by January 1, 2007.

WAWF ASNs must contain the RFID tag data and associate it to product descriptions, counts, shipment
configuration and other relevant data. Assets requiring UID marking require identification at the unit pack
level with RFID tags, and the association of each UID item with its RFID tag needs to be included in the
WAWEF ASN, beginning January 1, 2007.

What do DoD suppliers need to do with this information? First and foremost, suppliers need to
understand the mandates, how they inter-relate, and how they specifically apply to their DoD contracts.

Productive Technologies recommends the following high-level plan:

- Appoint a RFID/UID/WAWF ‘Go-To-Person’ - someone who has overall responsibility and
authority for meeting these contract requirements.
Form a RFID/UID/WAWTF cross-functional team—made up of representatives from all affected
areas, such as information technology, packaging engineering, customer service, shipping, etc.
Study the requirements - additional information can be found at
http:/iwww.acq.osd.mil/log/rfid/index.htm. Talk with other suppliers.
Attend your local and national RFID workshops. Productive Technologies could keep you
informed of next company workshops. Please email us to be added to our newsletter at
newsletter@productiveT.com
Determine and implement the necessary internal resources to assist with compliance projects.
Find and engage external resources that understand the DoD requirements, possess hecessary
skills, and have relevant experience.
Incorporate return on investment (ROI) discussions into every planning step. RFID
implementation can be transformed from a cost to a profit generating venture.

To learn more about RFID or set up an initial complimentary consultation, please contact us at
405.525.4024 or email us at dod@productiveT.com

See our RFID Real-Time Asset Tracking System Demo at http://demo.productiveT.com

www.productiveT.com 405.525.4024



